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Introduction
The purpose of this deliverable is to act a companion to the demonstrator “Implementation of V2X
security and data protection” that has been completed within the TransSec project and will give a brief
introduction to the demonstrator.
The demonstrator has been introduced to address the security and privacy issues of V2X, to guarantee
that the communication process in relevant deliverables can be finished within a secured and trustworthy
environment. In this document, we first give a general picture of the security architecture of our V2X
communication systems and then highlight the Attribute-Based Access Control (ABAC) cybersecurity
mechanism implemented in the demonstrator. On the whole, the demonstrator complies with the
security architecture defined by relevant ETSI standards and specifications but expands the functionality
of security and privacy protection by utilising ABAC to provide fine-grained access control.
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Implementation of V2X Security and Data Protection
1.1

Overview

The design of demonstrator 6.8 "Implementation of V2X security and data protection" is rooted in the
research outcomes got from D6.1, D6.2 and D6.7, and the overall objective of this demonstrator is to show
that the TransSec V2X security architecture can enhance the security performance under the TransSec
scenarios.
The existing ETSI V2X security architecture is based on Public Key Infrastructure (PKI), which can effectively
manage the security certificates used by the set of ITS stations to establish trust relationships for V2X
communications. Thus, it ensures that V2X communications can be just realised among the trusted ITS
stations, which eliminates most of the external attacks. However, the security systems of trusted ITS
stations may be compromised, and malicious attackers could mimic normal ITS stations to communicate
with their targets and launch attacks when the time comes. Besides, the trusted ITS stations may collect
others' information, analyse the behaviour patterns and identities of others, and invade others' privacy.
The demonstrator has been designed based on the consideration of compatibility, security enhancement,
flexibility, and extendibility. First, the compatibility has been achieved by building our demonstrator on
top of the existing PKI architecture without modifying its core. Then, we have improved the access control
for V2X communications to enable ITS stations to customise and adapt their security strategies. Last, the
flexibility of our architecture has been achieved by adopting different access control policies for different
use cases, and the extendibility indicates that our security architecture reserves the possibility of including
AI-based security engines in the future.
1.2

Security Architecture

Figure 1 demonstrates the security architecture of the demonstrator, which inherits the fundamental
elements of the PKI architecture (also named Cooperative-ITS Security Certificate Management System
architecture) specified by ETSI TS 102 940, to ensure consistency and compatibility with off-the-shelf
security architectures. The left-hand side of Figure 1 (with yellow background) illustrates the process for
ITS stations to request enrolment credentials as their identity proof and authorisation tickets for
establishing trust relationships for V2X communications.
Furthermore, we have deployed an Attributed-Based Access Control (ABAC) module (which will be
introduced in the following subsection) on our ITS stations to provide extra authorisation verification, and
a Policy Administration Point (PAP) at our web services to act as a security administrator to define and
distribute access control policies. ABAC acts as a firewall for controlling access to specific resources or
services and grants access when a particular access control policy has been checked and matched. The
information contained in an authorisation ticket can also be regarded as an attribute in a policy, and this
qualifies our security architecture for the ability to realise fine-grained access control. Additionally, PAP is
a backend web service which can manage access control policies. However, the ITS stations can also use
the default policies if neither internal nor external PAPs are available.
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Figure 1. Security architecture of the demonstrator.
1.3

TransSec Attribute-Based Access Control (ABAC)

Within the demonstrator, a TransSec Attribute-Based Access Control (ABAC) mechanism has been
proposed and implemented, on the foundation of the exiting Public Key Infrastructure (PKI) architecture
and its implementation.
The TransSec ABAC provides an access control scheme with finer grain, by using policies to grant access
permissions for requested resources/services. As shown in the following sequence diagram of TransSec
ABAC (Figure 2), the conventional process of access control on a device has been expanded into a twostep access verification process which includes both the verification of authorisation tickets and access
policies. In contrast, the traditional architecture and its implementation just support the verification of
authorisation tickets and could not detect the abnormity in the communication process. An ITS station
unconditionally trusts another station once the authorisation tickets contained in incoming CAMs and
DENMs have been correctly verified. Thus, attackers can utilise compromised ITS stations with valid
authorisation tickets to conduct further communication attacks. However, the introduction of ABAC can
help customise access control policies for different scenarios and decrease users' exposure to security
risks.
The benefits of this enhancement are twofold: an ITS station can customise its own access control
strategies to protect privacy, and the access to critical information or applications has been further
monitored and controlled by using access policies on top of original certificate verification. To the best of
our knowledge, the ABAC mechanism has not been widely studied in the domain of V2X, let alone the
implementation of a demonstrator within the transport domain.
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In this deliverable, we demonstrate the security enhancement and flexibility of using TransSec ABAC by
applying it to different scenarios. Different access control policies are designed and deployed to adapt to
the target scenarios. The future work for improving the demonstrator is using Machine Learning (ML) and
AI to analyse the behaviour patterns and refine the access control strategies.

Figure 2. Sequence diagram of TransSec ABAC.
1.4

Test Scenarios in the Demonstrator

The security implementation in this demonstrator is tested under different scenarios. Based on typical
parameters accessible from DENMs and the TransSec use cases, we first design some test scenarios and
corresponding access control policies and estimate the expected outcomes of these tests. Then, we
configure the access policies on ITS stations, simulate the test scenarios, and observe the actual outcomes.
By testing ABAC under various scenarios, we aim at showing that our security module can provide better
control on the incoming messages by differentiating the use case (using the event area), risk level (using
the SubCauseCode in DENMs) and user group (by vehicles IDs, predefined user group or dynamic user
group). It should be noted that the test scenarios used in the demonstrator are just for demo purposes
and not exhaustive, and the design of access control policies should depend on users' security
requirements and application scenarios.
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Conclusion
This document provides only a brief view into the eCall demonstrator that have been realised out of the
work from WP6 as part of the TransSec project. The full demo is available upon request and will be publicly
available to view via the projects’ dissemination channels.
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