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Executive Summary
Objectives
Generally, V2V communication is used in autonomous cars to exchange the data such as the speed of the
vehicle, acceleration, direction, location, braking status, etc. Within the TransSec project we will utilise
V2V communications to relay the information related to the risk levels of a vehicle. The risk level safety
message (RLSM) includes the information on the level of risk, the main purpose of this V2V communication
is to send the risk level information to the surrounding vehicles. Once the risk level has been calculated,
the RSLM is formatted and sent out to the set of surrounding entities over short-range communications.
The aim of this report is to provide the methodology and measures taken to achieve the V2V
communications using MK5 device. Under the testing scenarios of this deliverable two vehicles equipped
with DSRC equipment will communicate to each other. The content communicated is the risk levels
around the surroundings.

Results

The output of this demo will be a successful risk communication between the two vehicles under our
testing scenarios. The communication content will include the “customised TransSec risk level
messages” between the vehicles. The whole procedure of the testing has been video captured and data
logs have been persisted at the backend of the V2V hardware for future analysis purposes.
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Abbreviations and Acronyms
Abbreviation

Description

WP

Work Package

V2X

Vehicle to Everything

V2V

Vehicle to Vehicle

UWP

Universal Windows Platform

TSSG

Telecommunications Software and Systems Group

REST

Representational State Transfer

DSRC

Dedicated Short-Range Communications

API

Application Programming Interface

DENM

Decentralized Environmental Notification Message

CAM

Cooperative Awareness Message

EN

European Norm

ETSI

European Telecommunications Standards Institute

IP

Internet Protocol

ITS

Intelligent Transport System

ITS-S

ITS Station

LOS

Line of Sight

N-LOS

Non Line of Sight

V2N

Vehicle to Network

V2I

Vehicle to Infrastructure

V2P

Vehicle to Pedestrians

CCU

Communication & Control Unit

R&D

Research and Development

CAN

Controller Area Network

OBU

On Board Unit

QOS

Quality of Service

PDU

Packet Data Unit
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Introduction
Purpose of the Document

Deliverable D6.4 will provide the real-time demo to evaluate and demonstrate the V2V communications.
This includes the demo pilot, customised data, and the methodology used to test the TransSec solution.
The V2V demo will mainly concentrate on testing the overall V2V functionality, accuracy, response, etc.
Also, the video output of these demo/trials will be used for dissemination purposes to reach the larger
and broader community. This document is used for explaining and recording further details of the video
demo.

3.2

Objectives

This demo will conduct a series of tests to verify the validity of V2X risk communication. The main scenario
envisioned for tests consists of the dissemination of a risk message from a truck to the other vehicle within
the communication range of the truck, as soon as a risk message is automatically or manually triggered
from the truck.

The tests will focus on the validity of V2X risk communication and relevant communication performance.
The validity is measured from a system point of view, and we will verify whether the receiving end can
successfully receive and extract the risk messages sent from the truck within a predefined success rate.
On the other hand, the tests on communication performance will focus on the more detailed aspects like
the bandwidth, delay, and communication range. Section 4 provides the reference architecture for V2V
communication demo.

3.3

Intended Audience

The dissemination level of D6.4 is public. This document is intended to be a reference to all partners
involved in TransSec project as well as for the reviewers. The procedures explained here can also be useful
for user experience practitioners.
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V2V Communication Overall Test Architecture

Figure 1: V2V Demonstrator Reference Architecture
CAM and the customised TransSec messages (DENM category) are the two types of messages
communicated between the vehicles for this demo. From a TransSec point of view, we are interested in
communicating customised TransSec messages. The messages include the risk levels perceived by the
entire TransSec solution based on the surrounding environment. As captured in Figure 1, to achieve V2V
communication, an application has been designed and implemented on the Cohda Wireless MK5 DSRC
device so as to trigger risk messages manually. Generally the MK5 is a DSRC device used for short-range
communication over the wireless radio channel.
The DSRC approach is being considered by TransSec because of its high reliability within urban areas. DSRC
is highly reliable in these types of areas because the speed of the vehicle can be low (between 25 – 60
km/h), and there is also less path loss experienced by the transmissions. Previous simulation research
regarding the speed of the vehicles and the data received, revealed that both the speed and the range
reliability (transmissions) are inversely proportional to each other. So, in an urban area, the use of DSRC
increases the reliability and the quality of communications.

The following Figure 2 shows the reference architecture of the ITS station and the main work we have
finished or scheduled for the demos. Our work has been finished under the framework of this reference
architecture (or protocol stack) in order to achieve the best compatibility with existing V2X products.
Overall, our work package has finished the initial work to modify the DENM message set in the facilities
Public Deliverable

9

TransSec

Implementation of risk communication to vehicle

D6.4

layer and develop the TransSec safety application which enables the operations of risk dissemination,
visualisation and remote access. On the other hand, to promote the efficiency of risk dissemination, we
have done some research on the routing efficiency in the Networking and Transport layer, and this
contributes to achieving a better effect of risk communication. Moreover, lots of efforts have been made
in debugging the hardware to access other networks like 4G and in-vehicle networks, and this can help to
reduce the risk and difficulty of the future integration work, and extend the functionality of the V2X risk
communication. More details about this demo will be explained in the following sections.

Figure 2: An Overview of the Reference Architecture of ITS-S and the Work

4.1

Vehicle-to-Vehicle UWP Demo Application

For the purposes of demonstrating vehicle-to-vehicle (V2V) communications, we have developed an
application for the Universal Windows Platform (UWP), which can be deployed across a range of devices,
from PCs and laptops, to mobile devices and tablets, provided they are running the Windows 10 operating
system.
The primary objective in developing the application was to offer information in a visually-attractive and
digestible manner. To that end, it was decided to maintain a clean, simple UI with minimal controls and
text, to avoid interface clutter.
The single-screen application is dominated by the background map view, which offers a local area map
centred around the Host Vehicle’s position. All of the information displayed within the app is gathered
from the Host Vehicle in real-time using a REST API and serves as a visual interface for that Host vehicle.
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Application
Figure 3: Application
flow
Flow
In figure 3, the application is updated every second, with the host vehicle polled for data regarding its
own information and messages received from other vehicles in the surrounding area. This information is
then used to populate the application map and maintain a real-time view of the host vehicle surroundings,
to display other nearby vehicles and incident information.
The incident simulation was necessary for this particular demonstration as one of the objectives are to
demonstrate the vehicle-to-vehicle risk communications. It was decided that Distributed Environmental
Notification Messages (DENM), which could provide information about incident-affected vehicles, should
be the focus of this demo. The application allows for remote DENM triggering, with a request sent from
the application via REST API with user-specified details, instructing the host vehicle to broadcast a DENM
to any nearby vehicles. By this, we are demonstrating V2V communications in a highly visual manner.
Figure 4 shows the developed application and MK5 device used for the V2V demo purpose.
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Figure 4: Developed Application and MK5 DSRC Device

4.2

Modifications to ETSI-Standard Distributed Environmental Notification Message (DENM)

Figure 5: Capture of TransSec DENM Packet
A key consideration when deciding upon proposed message format modifications for TransSec was
ensuring conformance to existing ETSI standards for the Distributed Environmental Notification Message
(DENM). By conforming to existing standards, this will allow for TransSec to coexist with other V2X
applications in operation and offer the potential for interoperability.
Figure 5 shows the modifications made to the DENM standard message occur in the Situation container,
under eventType. Initial discussions led to the notion that necessary modifications would be made for the
initial implementation. This has been achieved by setting parameters such that a TransSec-transmitted
DENM can be easily identified as such, by presenting its own unique CauseCode within the DENM Situation
container, and a corresponding SubCauseCode to identify the level of risk, ranging from NoRisk to
CriticalRisk. This offers the most crucial information relating to a potential incident: notifying others that
a TransSec-related incident has been detected, and relaying the risk level along with the incident location
allows for the correct course of action to be taken to ensure a maximum level of road safety.
These message modifications ensure that, while conformance to the ETSI DENM standard is achieved, an
incident as detected by TransSec will be uniquely identifiable and can be dealt with accordingly.
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The Methodology of Application Interacting With MK5

This section includes the demo setup at the transmitting and receiving endpoints. Also, it provides the
decision flow diagrams of interfaces between MK5 and application. The SDK of MK5 is customised to
transmit the TransSec DENM messages over the communication channel.
5.1

Transmitting Node

Figure 6: Risk Message Transmitter Section
An MK5 device is equipped in the vehicle, and it is communicated wirelessly through REST API connection.
The developed application with GUI is used to trigger the DENM messages to the surrounding vehicles.
DENM messages are included with the risk level of the surrounding place. The application includes a “Risk
Generation Button” (Refer to Figure 6) used to manually generate the customised DENM messages and
transmit them to existing surrounding vehicles.
Figure 7 describes some very high-level steps involved in the triggering of the DENM messages. As we can
see, CAM messages are continuously exchanged between vehicles through MK5 devices. CAM messages
include the data related to the vehicle speed, location, station ID, CauseCodes, etc.
MK5 OBUs will form a mobile ad-hoc network, which can communicate in a decentralised manner. MK5
devices will communicate with each other if they are within the communication range. In case of devices
existing outside the communication range, dedicated routing protocols which allow multi-hop
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communication will be used and forward the CAM/DENM data from one MK5 to others until the
destination has been reached.

Figure 7: Implementation of ITS Application - Flow Diagram (Transmitting Risk)

5.2

Receiving Node

Figure 8 represents the look and feel of the application screen when two vehicles start communicating
with each other. When both vehicles are in range, they start exchanging the CAM messages.
In the messaging window, we can see both CAM and device ID will be displayed. When DENM messages
are triggered from one of the devices, then we can see the Customised TransSec DENM messages popping
up in the messaging window. So, we can see both CAM and DENM messages communicated between the
MK5 devices. Figure 9 provides the flow of both message types.
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Figure 8: Risk Message Receiver Section
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Figure 9: Implementation of ITS Application - Flow Diagram (Receiving Risk)
5.3

Reasons for Choosing DENM

CAM and DENM are the most commonly used message specification types in the facilities layer for safety
applications, and for most of the commercial off-the-shelf products, these two types of message sets have
been embedded and form the basis for V2X messaging protocols.
Awareness of each other is the basis for several road safety and traffic efficiency applications and is
achieved by regular information exchange from V2X. ETSI EN 302 637-2 specified the syntax and semantics
of the Cooperative Awareness Message (CAM) and provided detailed specifications on the message
handling. On the other hand, ETSI EN 302 637-3 defined the Decentralized Environmental Notification
(DEN) Basic Service that supports road hazard warning. The Decentralized Environmental Notification
Message (DENM) is used for this service and contains the information related to a road hazard or an
abnormal traffic condition, including its type and position.
Typically, for an ITS application, a message is disseminated to ITS stations that are located within a
geographic area through direct V2V or V2I (I2V) communications, to alert road users of a potentially
dangerous event detected. At the receiving side, the message is processed, and the application may
present the information to the driver if it is assessed to be relevant to the safety of this vehicle. Then, the
driver is able to take appropriate actions to react to the situation accordingly. The aforementioned CAM
was designed to realise single hop communication and exchange the high-frequency and time-sensitive
data. Whereas, in contrast to CAM, DENM is an event-triggered message and can be transported by multihop communication.
Public Deliverable
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The general structures of CAM and DENM messages are illustrated in Figure 10. Both CAM and DENM
consist of ITS Packet Data Unit (PDU) and several data containers. The containers have different purposes
and usage frequencies. The information in ITS PDU header includes protocol version, message type, and
the address of message sender. For CAM, the basic container has station type and location, and the highfrequency container carries highly dynamic data like vehicle heading, speed and acceleration. On the
other hand, the lower frequency container may include the information which is less safety related and
the special container will attach the information like the type of vehicle (like public or private transport,
dangerous or normal goods). Besides ITS PDU header, the basic container and high-frequency container
are mandatory for CAM, while the other containers are optional. Thus, it is quite flexible to define a CAM
based on the needs of vehicles and the channel condition.

Figure 10: General Structures of CAM and DENM
For DENM, the management container includes an action identifier, which is unique for the detecting ITS
station, detection time and location, etc. The management container is a must while the other containers
are optional to provide further details about the event. In all, the structures of these messages consider
the application scenarios and the flexibility issue. However, as can be seen from the containers and
content of these two kinds of messages, DENM is more event-relevant and flexible in the data formats,
which leaves plenty of space for TransSec to develop its own risk messages.
To summarise, we chose to use DENM as the main message set based on the following reasons:


Application Scenarios: the main application scenarios for CAM are the pre-crash ones, while the
DENM focus on the post-crash ones or special events. TransSec targets at disseminating eventrelevant messages to surrounding entities.



Coverage Range: DENM can reach the zones which are far away from the event location through
multi-hop communication and achieve a good communication coverage rate.



Format Flexibility: DENM has more flexibility in the message formats and defining event-relevant
messages.
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Test Guideline

6.1

Equipment Setup

Two vehicles equipped with a single MK5 OBU (DSRC) and laptops for data logging were used in the V2V
demo. To record the proceedings, cameras were placed both inside and outside vehicles. In the first demo
of the deliverable, a video has been uploaded on the TransSec project website (http://www.transsec.eu/).
During the test, DSRC packets were set to their default packet size. This demo shows the successful
communications of customized DENM messages and CAM messages between the two vehicles.
Static and dynamic testing are the two types of testing required to be performed to get the various
technical information of the communications channel. For the first step, we performed the static test and
deployed it on the vehicles for V2V demo purpose. In future to perform the dynamic test (after V2V demo),
various data will be collected for a vehicle travelling at different speeds for 20-40 laps (suggested) at
different driving conditions. Testing metrics include communication range, throughput, packet loss rate,
delay and jitter for OBUs (application is required to be developed to measure QoS only if required).
6.2

Static Testing

Static testing was performed in the lab environment before the V2V demo (M12). This type of testing was
conducted before our equipment was installed in an actual deployment environment. To turn on the MK5
devices we have used a 12V fixed power supply. The developed application is used to trigger the DENM
messages. In TransSec project, the vehicle is the deployment environment. The main aim of the static test
is to get the device setup right and perform the basic operation. Below are the main aims of the static
testing:




Complete the device setup which includes a power supply, loading CAM/DENM code, etc.
Testing of CAM and DENM messages delivered between the MK5 OBUs.
To capture some of the risk messaging services status during the communication (Logs).

There are two steps involved in the static testing and below are the main functionalities we will be
concentrating on:


Step 1: Communicating Cooperative Awareness Message (CAM messages)



Step 2: Communicating Customised Decentralized Environmental Notification Message (DENM
messages)

For TransSec use case, Table 1 and Table 2 capture the codes which are planned to be used by the eCall
implementation and the content of the TransSec customised DENM risk messages. Currently, for the first
stage, Table 1 is implemented and Table 2 will be a future work item of these messaging patterns.

Public Deliverable

18

TransSec

D6.4

Implementation of risk communication to vehicle

V2V Application

Function

(SubCauseCodeType)
Critical Risk
High Risk

Data communicated
(SubCauseCodeType)

A risk warning
message is

4
3

transmitted to other
Moderate Risk
low Risk

surrounding vehicles
via broadcast.

None

2
1
0

Table 1: Risk Levels in Customised DENM Messages

Scenarios

Scenario code

Pedestrian Shopping Zone

PS

Shopping Street

SS

Market Place

MP

Tourist Promenade

TP

City Canyon

CC

Tunnel

TU

Cyber Attack

CA

City Road Crossing

CR

Bus Station

BS

Rail Vehicle Crossing

RV

One Way Streets

OW

Motorway Service Areas

MS

Transport of Dangerous Goods

TD

Security Zones

SZ
Table 2: Situation-Specific Customised DENM Messages
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Dynamic Testing

Dynamic testing is performed on public roads within a controlled scenario. In year 2, there will be multiple
trials conducted to collect the data. Like a static test, the dynamic testing here also includes two steps:
Step 1: Communicating Cooperative Awareness Message (CAM messages)
Two vehicles equipped with DSRC will start communicating when two vehicles are in the each other’s
communication range. The ETSI standards will be followed used for communicating CAM messages. CAM
is the first point of communication between two vehicles. The aim is to exchange the location/distances
and local vehicle dynamic data (such as braking, acceleration, trajectory, etc.) between them to each other
on time.
Step 2: Communicating customised Decentralized Environmental Notification Message (DENM)
DENM is the message TSSG will be concentrating on to realise the communication between vehicles. This
message will be communicated to the surrounding vehicles in the communication range of a vehicle if this
vehicle is off the road. DENM contains the risk levels of the surrounding and will transmit to other vehicles
to evacuates the place.



The display on the screen inside other vehicles
Alerting method to the driver (visual/audio)

Above two steps are conducted based on various positions of the devices. Below, there are four types of
testing conducted concerning the line of sight and non-line of sight. During this, we will collect various
data related to risk and communication statistics.





Vehicles approaching towards each other with LOS
Vehicles going in the opposite direction with LOS
Vehicles approaching towards each other with N-LOS
Vehicles going in the opposite direction with N-LOS
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Future Work for V2P and V2I

In the process of preparing and conducting this demo, lots of development, debugging and research work
have been done, and we have gained plenty of vital knowledge and experience in V2X risk communication.
Lots of developing environments and simulation platforms are involved, and this requires our research
and development (R&D) staff to process comprehensive developing abilities. On the other hand, lots of
research work has been done in studying the relevant standards and protocols of V2X communication,
and an initial research work based on simulation on the routing algorithms is ongoing.
In this section, we will first analyse the characteristics of V2I and V2P, and identify the components of our
V2V risk communication solution that can be inherited and utilised by V2I and V2P. Then, we will
summarise this section and point out some potential R&D directions for V2I and V2P.
To start with, the following figure 11 illustrates a few commonly identiﬁed forms of ITS communication,
including Vehicle to Vehicle (V2V), Vehicle to Infrastructure (V2I), Vehicle to Pedestrians (V2P) and Vehicle
to Network (V2N) communications, collectively referred to as Vehicle to Everything (V2X) communication.
As pointed out by the report of D6.3, this kind of taxonomy is mainly based on the communication entities
involved in the communication procedure. Since vehicles are always involved in the V2X communication
and this deliverable especially focuses on V2V, the R&D work on V2I and V2P will significantly benefit from
utilising the existing work on V2V. In the following sub-sections, the characteristics of V2I and V2P will be
summarized to identify the key elements in the next period work.

Figure 11: A Simple Illustration of V2X Communications

7.1

V2I

The main component of the network architecture in an ITS is the ITS station including vehicle ITS station,
personal ITS station, roadside ITS station and central ITS station. Apparently, one intuitional difference
between V2I and V2V is that V2I has two types of ITS stations involved.
As explained by ETSI EN 302 636-3 and illustrated by Figure 9, vehicle ITS stations and roadside ITS stations
consist of two types of sub-components, the Communication & Control Unit (CCU) and the Application
Unit (AU). Generally, a CCU executes a communication protocol stack (the ITS access technology, ITS
network & transport, and the ITS facilities layers), while an AU runs a single or a set of applications (in the
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ITS application layer) and utilises the CCU's communication capabilities. Moreover, the CCU shall be
equipped with at least an external communication interface to make it possible to communicate with
other ITS stations, and it should be connected to the AU through internal interfaces. On the other hand,
an AU utilises the “Gateway Interface” for access to the proprietary local network, which can be a
controller area network (CAN) in a vehicle or a network of roadside legacy infrastructure.

Figure 12: Sub-Components of a Vehicle ITS Station and a Roadside ITS Station
Figure 12, The concepts of AU and CCU are logical, and all the protocols can be implemented in a single
physical unit. When reviewing the work done in this demo, we can know with an ease that the focuses of
WP6 have been just divided into two threads which are developing ITS applications and making
modifications to the communication stack.
Since the communication protocol stacks of vehicles and roadside infrastructure should be compatible,
most of the work done in this demo can be inherited by V2I. However, there are still mainly two kinds of
further work to be done in V2I:


Develop and Debug the External Interfaces of CCU to Other Networks. Access interfaces for the
roadside traffic information and control networks are needed to get access to the traffic
information and share the vehicle information. In addition, since the traffic controllers may need
to remotely control the roadside infrastructure and the public may need to get some real-time
traffic information, the roadside infrastructure may need to be connected to the Internet.
Developing and testing interfaces to other types of networks will be of vital importance for V2I. As
for the communication between vehicles and infrastructure, the work finished in V2V can be
simply reused since a roadside ITS station can be regarded as a static vehicle ITS station.



Develop and Deploy Infrastructure-Specific Applications in the Application Layer. The focus of
application developing work will be a little different. In V2V, the primary job of communication is
sharing real-time vehicle information among vehicles to avoid traffic accidents. Whereas, V2I and
I2V are mainly used to assist the traffic management and information dissemination. The main job
of the roadside ITS stations in TransSec is disseminating risk messages to relevant entities like
vehicles and electronic bulletin board. Thus, when dealing with scenarios which involve roadside
ITS stations, a set of applications with a specifical design for V2I and I2V should be developed.
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7.2

V2P

Pedestrians and cyclists are vulnerable road users, and relatively hard to be integrated into the ITS
communication architecture, due to the limited category and number of communication and detection
equipment that they can take. In order to communicate with pedestrians, TransSec proposed to use
multiple ways to disseminate risk information to them. The future work for V2P can be scheduled from
the following two directions:


Indirect and Single-Direction Communication by Utilising Infrastructure. Since the phones of
pedestrians may not have a V2X-specific communication module, indirect and single-direction
communication to pedestrians may be an easy and straightforward way to reach pedestrians.
However, this type of communication can also be categorised into the V2I since vehicles need the
roadside infrastructure to serve as a bridge to get pedestrians notified about an accident. This
work can be done with V2I.



Bidirectional Communication Through Mobile Internet and V2I (or V2N). Smartphones are not
something of a novelty nowadays and using apps to get various information is a must for people’s
daily life. TransSec also considers developing an application to send real-time risk notifications to
pedestrians. Once a vehicle accident happens, the vehicle or surrounding vehicles will share this
information by V2I or V2N. V2I has been introduced in the last subsection, while V2N means a
vehicle will communicate with the core network directly through the 3G and 4G networks.
Although V2N is a little out of the scope of this project, we do see the possibility of realising it,
since the hardware we have used does have ports to get 3G and 4G modules connected. Once
again, the work will come back to develop interfaces in the CCU and applications in the AU.

7.3

Future Work

As can be seen from the video demo and this report, a significant amount of work has been carried out
within WP6 regarding the research and development of the TransSec V2V Risk communications resulting
in the development of the 12M demo:


The ETSI DENM protocol messaging stack has been upgraded with the TransSec risk messages
integrated and functions that can operate seamlessly with existing equipment.



An application for visualising the TransSec risk information and logging data has been developed
and tested.



Exploration work has been done in boosting the functionality of the hardware platform.

Combing the analysis work in the previous two subsections, we initially propose the following objectives
as the R&D focuses of V2I and V2P.


Develop and deploy more external communication interfaces on the existing hardware, to expand
the communication entities involved in TransSec risk communication. This will include interfaces
to both road side equipment and the cellular networks.
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Develop and apply more V2I- and V2P- specific applications, to extend the application scenarios of
TransSec risk communication.



Realise multi-hop V2X risk communication by utilising more sets of communication modules. (Due
to the limited number of communication equipment in this demo, multihop communication has
not been able to be tested).



Enhance the performance of V2X risk communication which may include further decreasing the
communication latency and packet delivery rate, and increasing the stability.

Test and evaluate the integration of V2X risk communication modules with trucks and the hardware
modules from the other work packages.
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Annexe: Application Screen Shots

This includes the screenshots of the developed application. It follows the user feel/view of the application.
There are several steps the application undergoes, and few are listed below,
1. TransSec app logo
2. TransSec map view
3. TransSec DENM message generation
4. TransSec message info
5. TransSec message log
6. TransSec message visibility
7. TransSec vehicle visibility

Figure 13 Mobile App Splash Screen For the TransSec 12M Demo
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Figure 14 Map View

Figure 15 Message Generation
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Figure 16 DENM Message Information

Figure 17 All Messages Log
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